Konfiguracja klienta Lotus Notes R6 z certyfikatami
I kluczami na karcie kryptograficznej lub w pliku.

Do prawidtowego korzystania z certyfikatu komercyjnego do podpisywania poczty w Lotus
Notes, umieszczonego na karcie kryptograficznej, niezbedne jest posiadanie klienta w wersji co
najmniej 6.x. Wersja klienta Lotus Notes w wersji 5.x nie obstuguje certyfikatow na karcie
kryptograficznej. Serwer Lotus Domino moze by¢ w wersji nizszej, ale co najmniej 5.x.

Dla certyfikatow zawartych razem z kluczami prywatnym i publicznym w pliku mogg by¢
wczesniejsze wersje niz 6.x, ale mimo to zalecane jest korzystanie z wersji co najmniej 6.x.

1. Instalacja certyfikatu urzedu komercyjnego Sigillum w magazynie certyfikatow serwera
Lotus Domino.

Uruchomi¢ aplikacje Domino Admin i zalogowac sie na konto z uprawnieniami administratora.
Przejs¢ do ksigzki adresowej i wyedytowac konto z uprawnieniami administratora.
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Z menu ,Action” nalezy wybraé¢ opcje ,Import Internet Certificates”.
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plik zawierajgcy certyfikat urzedu komercyjnego Sigillum. Plik

z certyfikatem urzedu komercyjnego jest dostepny na instalacyjnej ptycie CD oraz na stronie
internetowej www.sigillum.pl w Repozytorium.
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http://www.sigillum.pl/

Zaakceptowac wybor certyfikatu.

Import Internet Certificates
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Type | lssued To < 33

Ef  Sigillum PCCE - CA

Selected item:
lzzued to Sigillum PCCE - CA
lzzued by Sigillum PCCE - CA
Activated  2003-05-24 Tupe Internet cer
Expires 2013-058-41 Fingerprint 3938 4E20

Advanced Details...
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Led By &
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tificate authority
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UWAGA: Czasami przy imporcie certyfikatu zda
wpisania kodu PIN. Oczywiscie taki

PIN nie

rza sie bilgd polegajgcy na koniecznosci
istnieje. Rozwigzaniem problemu jest

zaimportowanie certyfikatu urzedu komercyjnego zakodowanego w standardzie Base64. Kroki
niezbedne do pozyskania certyfikatu urzedu komercyjnego Sigillum w formacie Base64:

a) Zaimportowanie certyfikatu z ptyty CD lub Repozytorium WWW do systemu Windows,

Certyfikat

Ogolne | szczegély | Scietka certyfikaci
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Wazny od 2003-05-24 do 20
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instaluj certyfikat
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b) Wywofanie menadzera certyfikatbw poprzez Panel sterowania, uruchomienie Opciji
internetowych, przejscie do zaktadki Zawartos¢ oraz uruchomienie opcji Certyfikaty.
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c) W zaktadce Zaufane gtéwne urzedy certyfikacji zaznaczenie certyfikatu urzedu
komercyjnego Sigillum i wybranie opcji eksportu.

Certyfikaty 78

Zamierzony cel; | <Wszyscy> [V]
Inne osoby | Posrednie urzedy cert\,rﬁkav:_ii Zaufani '.'[ 4 l> ]
Wystawiony dla Whystawiony przez Data wy... Przyjazna nazwa [6]
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( Sigillum PCCE - CA )Sigillurn PCCE - CA 2013-05-21  Sigillum PCCE -C... |
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d) Podczas eksportu wybranie opcji szyfrowania algorytmem Base64.

Kreator eksportu certyfikatow :_)_(_:

Format pliku eksportu
Certyfikaty mogg byc eksportowane w wielu raznych formatach plikaw.

Wybierz format, ktérego choesz uzye:

(O Certyfikat X tmem DER (.CER)

- certyfikaty PKCS 27 (.P7B)

’ < Wstecz ][ Dalej = ] ’ Anuluj ]

e) Tak przygotowany plik z certyfikatem urzedu komercyjnego Sigillum mozna juz bez
problemu zaimportowaé¢ w Domino Admin.



Po zaimportowaniu certyfikatu urzedu komercyjnego Sigillum, nalezy przejs¢ do magazynu
certyfikatow serwera Lotus Domino i sprawdzi¢ czy certyfikat jest widoczny. Jesli certyfikat nie
jest widoczny w magazynie, nalezy zamkngc¢ i ponownie uruchomi¢ aplikacje Domino Admin.
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2. Kolejng czynnoscig jest sprawdzenie i ewentualne przypisanie adresow internetowych do
kazdego z kont w Lotus Domino oraz ewentualnie zaimportowanie certyfikatow do

szyfrowania.

W tym celu ponownie w aplikacji Domino Admin nalezy przejs¢ do ksigzki adresowej

i wyedytowac kazde z kont.
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W zaktadce ,Basic”’ nalezy sprawdzi¢ czy w polu ,Internet Address” jest wpisane prawidtowe
konto e-mail. Jesli nie, nalezy je dopisac.

% Jacek Dabkows| i — =1 x|
File Edit Yiew Create Actions Text Help

I - - . 8 v [ |
G- - o@a-|
] 1

TEST Domain | A Welcome X[;‘_hﬂ.lacek D abkowskidtest X}

@Save & Close @Examme Intermet Certificate(s) @Examme Motes Cerificateis) ®Cance\

Person: Jacek Dabkowski/test Jacek Dabkowskiftest@test " 2H

2O}

Basice I Work/Home I Otherl hdiscellaneous | Cerificates I Roaming I ALdministration |

First name: "Jacek P ail svsterm: " Motes =1

hiddle narme: rJ Domain: rlesu

Lastname: J‘Dabko\;\fskiJ Mail zerver: J‘tesu’tesu;l

Uzer name " Jacek Dabkawskita st Mail file rmail‘tjt:labkowsJ
Jacek Dabkowski Forwarding address: Ty

Alternate name:

Internet address: vl

Format preference for rKEED in senders' format =1

Shaort nameiUserlD: " jdabkows incoming mail
Personal title: RS | Wihen I’El:el‘;fll’\g ;
r unencrypted mail, encrypt
Generational qualifier. rJ;I before staring inyour Mo =]
Internet password (F474913CEB4E3672DCFIEE17607B3309) 4 mailfile:
Preferred language: rJ
Sametime server. rJ;|

Internet address

= o

[
w Startl J @ F-] J @ testftest: Latus Doming ... I L':f untitled - Paint ”@ Jacek Dabkowski/tes...

Z menu ,Action” nalezy wybrac opcje ,Import Internet Certificates” i przypisa¢ odpowiedni plik
z certyfikatem.
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Wskaza¢ odpowiedni plik z certyfikatem.

Specify File Containing the Internet Certificates

Look in:

I [} My Documents

File name: Iiu:l.u:er

| Open I

Filez of type: IBinar_l,l and Bazebd Files [*.cer, *.der)

2006-07-04 11:06:20 145E bytes

j Cancel |
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Import Internet Certificates

I.t’-‘-.II Intemet Certificates

Type | lzsued To Izsued By &

E% Jacek Dabkowski

Selected item:
lzswed o Jacek Dabkowski [Email]
lssued by Sigillurn PCCE - CA& [Email]
Activated  2006-03-23 Type Internet multi-purpoze
Enpirez 2007-03-23 Fingerprint

Adwanced Details...

Sigillurn PCCE - CA

BASF D3AD BAG3 A28 ACZ3 17B3 3394 7284,

jacek. dabkowskilEprpi. p

Accept All I |
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Te czynnoéci nalezy wykona¢ dla wszystkich kont oséb, ktére bedg miaty mozliwosé
podpisywania i szyfrowania poczty za pomocg certyfikatow komercyjnych Sigillum.

Po sprawdzeniu adreséw e-mail i zaimportowaniu certyfikatow do szyfrowania nalezy zamkngc¢
i ponownie uruchomi¢ aplikacje Domino Admin w celu sprawdzenia poprawnosci importu
certyfikatow do szyfrowania.
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Internet certificate: Present

lszuer name(s): 1. CN=8igillurm PCCE - CA/OU=Sigillum Polskie Centrum Ceryfikacji
Elektroniczne/0=FwFw 5.4/C=PL

This is the protected text area of the form
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3. Akceptacja certyfikatu urzedu komercyjnego Sigillum w kliencie Lotus Notes.

W tym celu nalezy uruchomi¢ klienta Lotus Notes, zalogowac¢ sie na odpowiednie konto.
Z menu ,File” wybra¢ opcje ,Security” i ,User Security”

_[8]x|
fie Edt View Create Actions Te
ﬂ‘ew ‘ 3 - B I - 0y ‘
doze 4 ‘\U = '@@Q'"I

save TS
Save s e Yersion

Document Froperties. .

Click here for Welcome Page options w
Database »
Replication »
Mokile »

Afbath .
Import. .
Export...

Page Zetup...
Print Presviem, ..

! Calendar Contacts To Do List Personal Journal
Print... Chrl+P — — — —.

®) (&) &)

Preferences

PooL play  FS
Spatch I0...

{ a» 4
To setan itern to launch atthe same time Notes launches,

such as 3 database, executable file, or document, apen your

More Bookmarks folder, and then drag the itern into the

Startup folder.

%5 3 g,

This is the protected text area of the form.
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Przejs¢ do zaktadki ,ldentity of Others” i ,Authorities”. Z menu ,Certificates” wybra¢ “All
Internet”. Na liscie wyszukac certyfikat urzedu komercyjnego Sigillum. Jesli certyfikat nie jest
widoczny na liscie, nalezy uzy¢ opcji ,Other Actions” i wybra¢ ,Browse Authority Certificates on
Server...”

e
File Edit Wiew Creste Actions Text Help

CHES '35 - ~|B I - My

Address 'HJ * - @@Q’:VI

@WEIEDmE
Click here for YWelcome Page options w

User Security H B
NOtes &= Secunty Basics

€& F Your ldentity

A person of service presents a certificate as identification. Notes security evaluates the trustworthiness of the
cerifizate, along with the certificates of the person/service's certificate authority.

Search 5
@ = Identity of Others To reduce frequency of security tust wamings. you can declare tust in a particular authority, and thereby trust
5 people and services' certificates that are issued by the autharity,
People, Services -
————————  The Trust' column shaows whether you tiust the certificate ar not. Your administrator map have made the
Ma Authorities decision for pou. nal Journal
] ... Trusted for Mames' column shows rules for busting certificates |-
I-" [ g What Others Do issued by the authority, i.e. it shows what certificate name formats | = "'-‘
@ Motes Data Certificates |0 s ettt L
N 9 Mail Trust ‘ Cerlificate Autharity Name % lssued Certificates Trusted For Names & B

[0 premium-server@thawte. com

[ Securs Server Certification Authority/0=RSA Dat:
[ server-certs@thawte. com

[ TC TrustCenter Proven Server Certificats

[ TC TrustCenter Server Cerificate

Fingerprint EBE4 2010 OFBE 7103 F7C4 FFC7 A472 BEER
|2sued to CM=Baltimaore CyberTrust Mobile Boot/0U =CyberT iust/0 =B altimore/C=|E

Kl

| LCentificate Details... I | Trust Details,

otes launches,
ment, open your
itern into the

BEdgY 2808caal

ILI<_ILI<_I_ L2

| I DOther Actions... v|

re
Download Administrative Trusk Defaults From Home Server. ..

L]

This is the protected text area of the form

[Cnnnected to server test/test A] [ A] [Dflica ‘] )
d‘ Startl J [I:é Q J g Lotus Doming Server: te.., | 1.3 & .bmp - Paint ” Welcome - Lotus Motes ‘?‘i‘ @ 12126

Z menu ,Certificates” wybra¢ ,All Internet” i na liscie zaznaczy¢ certyfikat komercyjnego urzedu
Sigillum.

Browse Authority Certificates on Server x|

The fallowing certificates are found in the server's address book. Y'ou may manage trust for thesze
certificates. Trust information is stored in your personal address book.

The Trust' column shows whether you truzt the cedificate or not. Your administrator may have made the
decision far you.
' Trusted for Mames' column zhows rules for trugting
certificates izzued by the autharity, i.e. it shows what
Cerlificates IA” Irternet j certificate name formats are acceptable.

lssued Certificates Trusted For Mames %

Trogt | Certificate Suthority Wame %
[ Secure Server Cerification Autharity/0=R524 Dat: ;I

[ servercerts@thawte. com

Ei Sigillum PCCE - CA

[ TC TrustCenter Proven Server Certificate
O

O

TC TrustCenter Server Certificate
webmasten@belzign. be
[ webmasten@belzign. be

Fingerprint 3998 4E20 9804 F7OC FCEO AFSS 098F 9D 3B
lzzued to CH=Sigllur PCCE - Ca/0U=Sigillum FPolzkie Centrum Certyfikaci Elekbroniczne)/0=FuwFw 5.

Hlx =

a | 3

| LCertificate Details... I | Trugt Details... | | Copy to vour Addressz Book

| 0k || Cancel |/ﬁ
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Potwierdzi¢ wybor.

Lotus Notes x|

i Trust operation succeeded For certificate issued to 'Ch=Sigillum PCCE - CAMOU=Sigillum Polskie Centrum Certyfikacii
Elektronicznejfo=PWPW 5.4, /C=PL".

Po wykonaniu tej czynnosci nalezy zamkng¢ i ponownie uruchomié klienta Lotus Notes, aby
wykonane powyzej czynnosci zostaty zaakceptowane i uwidocznione.

User Security

[X]
©=  Security Basics A pergon of service presents a certificate ag identification. Motes security evaluates the trustworthiness of the
e Your Identity certificate, along with the certificates of the persondservice's certificate authority.
{8 = |dentity of Others Tao reduce frequency of security trust warnings, you can declare tust in a particular autharity, and thereby bust
5 people and services' certificates that are issued by the authority.
People. Services — —
== The Tst' column shows whether you trust the certificate or not. Your administrator map have made the
Authorities decizion for you,
' Trusted for Hames' column shows rules for busting certificates
(EB What Others Do izsued by the autharity, i.e. it shows what certificate name formats
@ Motes Data Certificates b ars acceplable.
2 Mail Trust | Certificate Authority Mame Issued Certificates Trusted For Names &
[  Sigillum PCCE - Ca <Al Internet Mames:
Fingerprint 3938 4E 20 9804, F70C FCEO AF59 095F 9038 a
lzzued to CM=Sigillum FCCE - CA/OU=Sigillum Polskie Centrum Certyfik acji Elektroniczne)/0=FwFw 5.4 /C=F
[}
| |

| LCertificate Details... | | Trust Details... | | Delete... | Other Actions... *

| ok || Cose |

4. Kolejnym etapem jest skonfigurowanie klienta Lotus Notes do korzystania z kluczy
zawartych w pliku lub na karcie kryptograficznej.

W przypadku korzystania z kluczy w pliku nalezy otworzy¢ z menu ,File” opcje ,Security” i ,User
Security”. Przej$¢ do zaktadki ,Your Identity” i ,Your Certificates”. Z menu ,Get Certificates”
wybrac opcje ,Import Internet Certificates...”.

| User Security HEB

& o = Your certificates provide a secure way to identify you to Motes and other programs. Your |0 may cortain
€ O Your ldentity certificates used to secure Notes communications as well as certfficates used with the Intemst.

Your Names

IYour MNotes Certficates j May be used to login to Motes, to access Notes databases, and to exchanga
secure mail with other Motes users.

Your Smartcard

€8 @ Identity of Others || Type | Issued To & | Issued By &

% What Others Do Import (Merge) Motes Certificates...

Request New Notes Elat Certificate...
@ Notes Data 5 -
Import Interne =
B Mail Request New Internet Certificate. ..

Import Internet Certificate from & smarbcard,..

r Selected item
lssuedto  Jacek Dabkowski/pwpw

lssued by  /pwpw

Activated  2008-02-15 Type Motes intemational encryption

Expires 2010-02-20 Key idertifier ~ 181PG BPSHD 2QQDW C3T1G 5WMT3 YB4EA

Advanced Details...

QK I | Close

11



Wskaza¢ odpowiedni plik z rozszerzeniem *.pfx z certyfikatami i kluczami.

Specify File Containing the Internet Certificates ﬂﬂ
Look in: | < 2_2003 (H;) 5] « &k F-
SRECYCLE.BIN
CAConfig
Documents and Settings
inetpub
Intel
MS0Cache
Program Files
RECYCLER
System Volume Information
WINDOWS
My Documents wmpub
=
"i File name: Iid.pfx j Open
-
Files of type: |PKCS12 Files p12, " pf) =] Cancel |
Help
2008-02-20 15:01:19 3356 bytes 4
Select Import File Format B
" Binary encoded X 509
" Base 64 encoded X509
" PKCS 7 encoded
Cantinue | | Cancel I
Potwierdzi¢ wybor.
Import Internet Certificates ¥
I}-‘dl Intemet Certificates j
Type | lssued To ¥ lssued By <
E iEu::Eil‘i dablkowski @'Fl'u‘l'p'u'u' _|:|| P
pwpw pwpw
Selected tem:
lzsued to jacek.dabkowski @pwpw pl (Email) jacek dabkowski @pwpw p
lssued by  pwpw (Emiail)
Activated  2008-02-20 Type Intermet multi-purpose
Expires 2009-02-20 Fingerprit ~ BAGD 6634 6BBE 3FE3 547C BBZE 38AA AS55

| Advanced Details...

There is a private key comesponding to this certfficate.

Accept Al |)  Cancel

|

12




User Security H B

Security Basi
e v = Your cerficates provide a secure way to identify you to Motes and other programs. Your |D may contain

€ E Your ldentity certificates used to secure Notes communications as well as cerificates used with the Intemet.
Your Names J
. Your Intemet Cert'rfiyv May be used to exchange secure mail with users outside of Motes, to access
Your Certificates secure web pages with the Motes browser, arto secure connections to
Your Smartcand Intemet services fusing S5L).

@8 = Identity of Others | Get Certficates... |

¥8& ¥ What Others Do jacek. i @pwpw pl pwpW
& [ Notes Data
2% Mail

| Other Actions... 'l

— Selected item
lssuedto jacek dabkowski@pwpw pl (Email)  jacek dabkowski@pwpw pl
lssued by  pwpw (Email}
Activated  2008-02-20 Type Intemet multi-purpose
Expires 2005-02-20 Fingerprint 8A60 6634 6BBE 3FE3 547C BB2E 3BAA ASS5
| Advanced Details...

| QK | | Close |

W przypadku korzystania z karty kryptograficznej postepowanie jest nieco inne. W kliencie
Lotus Notes nalezy otworzy¢é z menu ,File” opcje ,Security” i ,User Security”. Przejs¢ do
zaktadki ,Your Identity” i ,Your Smartcard”. Wskazac¢ biblioteke ,CCPkiP11.dll z katalogu
c:\windows\system32. Biblioteka ta jest odpowiedzialna za obstuge kart kryptograficznych

Sigillum.

b welcome - IBM Lotus Notes =1
File Edt Wiew Create Actions Text Help
RS- G55 & I ] B I » #y ]
Address 'lH - - @@Q:'l
] |

User Security

Lotus, = Security Basics

€ E Your Identity

smartcard Configuration

Smartcards and other cryptographic tokens add security to yaur Motes enviranment. To make use of smartcard security

Your Names featires, you need a supported smartcard, and a smartcard reader attached to your system.

Search =
Your Certificates
O EEEE—— A smartcard software driver enables Motes to communicate with the smartcard reader. Y'ou must provide the file name of
Your Smartcard i the smartcard driver pravided by pour smartcard manufacturer.
H de]
@8 B Identity of Others om|  Smartcard driver file I @ bl
¥8 @ What Others Do
| If pou don't know where the smartcard driver is, you should investigate these possibilities:
N 8 B Notes Data ActivCand Goid 2.2 Chinntaysten32acpkes201 di f’
E Mail <Datakey CIF 4.07> o hwinntheystem3z2hdkek201.di
ol <Eutron Cryptol dentity> c:hwinnthaystern32hsadaptor. dil -
.| | 3
Cantinue... I | Cancel I 4

on The harme of
of the manths, and
I a span of years

gEddy @edcasld

| LCanfiguiation Details... I

[ ok || Oose

This is the protected text area of the form.
[Notes configuration settings have been refreshed A] [ A] [ A] [foica A] [I:l A]

distart| | [E @ | () testitest: Lotus Domino .. | Welcome - IBM Lotus ... % E s
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Specify Driver File 21

Look jr: I ) syetem3Z j & £k B9~
Scom_dmi 1041 Ca
1025 Ch1o42 e
1028 1054 e
1031 I)z052 oD
1033 I 3076 D¢
1037 |2 administr ation o

: 1|

File name:

Open I
Files of type: IDri\-'er Filez [*.dll. * lib] j Cancel |
Help |

4

Smartcard Configuration HEB

Smartcards and other cruptographic tokens add security to your Maotes environment. To make uze of smartcard security
features, you need a supported smartcard, and a smartcard reader attached to your system.

A smartcard software driver enables Motes to communicate with the smartcard reader. vou must provide the file name of
the smartcard driver provided by your smartcard manufacturer.

Smartcard driver file LMD O S Saypstem32ACCPRIPT Il

If you don't know where the smartcard driver is, you should investigate these possibilities:

<ActivCard Gold 2.2 product:  c:hwinnthaystem32hacpkes201.dil ﬂ
<Gempluz 3.1 product>  chwinnthapsten32hgelib.dil

<Gempluz 2.0 product>  chwinnthapstem32ypk 2priv.dll _ILI
«| | »

| Contlinue... | | Cancel |

Po wykonaniu tej czynnosci nalezy zamkngc¢ i ponownie uruchomic klienta Lotus Notes w celu
aktualizacji ustawien i zatwierdzeniu wykonanych dziatan. Po ponownym uruchomieniu klienta
nalezy skontrolowaé prawidtowos¢ wykonanych operacii.

User Security H R

= Secunty Basics
|ze of a smartzard or cryptographic token with Motes adds protechion for your Motes D, A smartcard-enabled
€ [ Your |dentity Motes [0 requires you o provide your smartcard at login time and when using Motes. when you login, you would
enter pour smartcard or cryptographic token's PIM rather than a Motes password.
Your Hames

Your Certificates Enable Smartzard Login...

I If you are uzing a smartcard, then you should camy it with you, 'our perzonal poszession of the smartcard
,@ Identity of Others decreases the pozsibility of misuse and theft for pour Motes identity and the private information stored on the
zmartcard.
& = What Others Do
&2 H Moles Data
=5 Mail Smartcard M anutacturer CruptaTech
Smartcard Serial Mumber 04004452

Configuration Details... I

[ ok || Close
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Smarktcard Configuration Details

H B

Motes haz detected the following information about the configuration of pour smartcard or croptographic token.
b anufacturer CryptoT ech Model CryptolCard PEJ
Serial number 04004452 Hardware wersion 4.41
Label PKl Token Firrnware wersion 1.00
Login label Select Slat...
b anufacturer OMMIKEY Hardwiare version a0z
Azzociated zlat 0 Firrnmare wersion .00
Drescription OrMIKEY Cardkdan 20200
Path ta driver file CoWwAR DS epstem32NCCPRIPT .4l @
M anufactures CryptaT ech Yerzion 201
Murmber of slots 2 FECS 11 werzion 201
Diezcrption Cryptoki DLL
| ]9 | | Cancel |

5. Kolejna czynnos¢ to rejestracja certyfikatu uzytkownika z karty kryptograficznej. Przejs¢
do zaktadki ,Your Identity” i ,Your Certificates”, uzy¢ opcji ,Get Certificates” i “Import
Internet Certificates from a Smartcard...”.

(@) Welcome - Lotus Notes

File Edit Wiew Create Actions Text Help

L8]]

IFEEEEE - -B I - Yaill
|| Address 'HJ - '@@Q'}

g ‘Welcome
t" a User Security %]
Notes D Sy s ‘r'our cerlificates provide a secure way to identify you to Notes and other programs. ‘v'our [0 may contain
@ € C Your Identity certificates used to secure Notes communications as well 25 certificates used with the Internet.

] Your Names
I?_ll Search ¥ IYour Motes Cerlificates j May be uzed ta login to Motes, to access Notes databases, and to exchange
1 o secure mail with other Nates users.
ﬁ Your Smartcard
@ Mg B8 = tdentiy of Others | Type | lssued To & =TT nal Journal
@ = €& = what Others Do B Jacek Dabkowskiftest Aest Impart (Merge) Motes Certificates. .
| [ . B Jacek Dabkowskitest fest Request Mew Motes Flat Certificate. .,
\_ ] €& @ Notes Data o
—_ Import Internet Certificates. ..
5 Mail Request Mew Internet Certificate. .
ﬁ Import Internet Certificate i
@ - Selected item
Issuedto  Jacek Dablkowskiftest ‘
ﬁ lssued by ftest i
ents ina
ﬁ Activated  2008-06-28 Type Motes international encryption
Expires 2008-06-23 Kepidentifier 1183w YRES3 98CAW WHYIF %5J9E 75430
Advanced Details I
0Kk | [ Ciose
This is the protected text area of the form.
[Connacled to server test/test A] :] [foice .]

r[-startl | @ | @ restitest: Lotus omino .. |[(@) welcome - Lotus Notes 7@ 4
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Lotus Motes

Enter BIN | OO O OO DD OO, | ak. |

Cancel

Smartzard: PEI Taken

IBM Lotus Notes x|

\lj) Successiul import!

Po wykonaniu tej czynnos$ci nalezy zamkng¢ i ponownie uruchomi¢ klienta Lotus Notes w celu
aktualizacji ustawien i zatwierdzeniu wykonanych dziatan. Po ponownym uruchomieniu klienta
nalezy skontrolowac¢ prawidtowos¢ wykonanych operaciji.

User Security

: Security Basics " . o .
&= * Your certificates provide a secure way to identify you to Nates and other programs. *four [0 may contain
€ = Your Identity certificates used to secure Motes communications as well as cerificates used with the Internet.

Your Names

IAII Certificates j Includes your Internet and Mates certificates, and certificates for the

Your Certificates certificate authorities that issued your certificates,

Your Smartcard

{8 & Identity of Others Type | lssued To &

| Issued By & Get Certificates... ™

€8 [ What Others Do ER  Jacek Dabkowskiftest Jest
- ER  Jacek Dabkowskiftest Aest
S& H Notes Data ER test Mest

. ; us, . Other Actions... ¥
> Mail £ Jaoek Dabkowsk _Giher Acions.._ |

— Selected item

lssuedto  Jacek Dabkowski [Email)  jacek. dabkawski@pwpw. pl

lssued by Sigillum PCCE - CA [Email]

Activated  2006-03-23 Type Internet mult-purpose

Expires 2007-03-23 Fingerprint BAF D348 BAG3 A928 AC23 1763 3934 7244
Advanced Details...

| ok || g |

User Security

&=  Securty Basics

€ [ Your ldentity ™ Enciypt mail that you send Encryption and Signature Warnings... |

™ Sign mail that you send
£ = Identity of Dthers =4 4

™ Enciypt saved copy of mail that you send

g What Others Do [~ ‘wihen receiving unencrypted mail, encrypt before storing in your mail file

@ E Notes Data

Click the Help button ta learn how encreption and gigning make your mail secure.

Uze Internet-style Mates mail to secure pour mail messages to and from people outside of Mates [and other
Motes uzers).

To uge Internet-style zecure mail, you need:

Encryption and/or signing options selected [zee above]
Intemet certificates

MIME farmat settings

Intermet-style b ail Options. .. |

| ok || Cose
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Internet-style Motes Mail Options K E

Internet-gtyle Maotes mail iz most uzeful for secunng mail to people outzide Motes. Internet-style Hotes mail uzes
Secure MIME [S/MIME] protocols and Internet certificates to encrept ar gign mail.

For zecuning mail [using encryptionzigning] to and from people
outzide of Matez, Intermet certificates are required.

Toreview vour Internet certificates and options, click here | Certificate Comfiguration. . ;

To zend encrppted/zigned mail to people outzide of Maotes, MIME
format iz reguired.

¥ Use MIME format [at this lozation] for sending mail to Intemst addresszes

To review which of your lozations are enabled for MIME, click herea | Locations. .. |

Toreceive encrypted/signed mail uzsing Internet certificates from |

people outside of Motes or from other Mates uzers, click here Incoming Mail... |

| 0k, I | Cancel |

Certificate Configuration for Internet-style (S;/MIME) Mail

T zend zigned mail to people outzide of Mates, pau must have a default Intemet signing certificate which
containzg pour [nternet email address.

Choose your default signing certificate: [To request new certificates, see Your [dentity - 'our Certificates. ]

Type | lzzued Tao lzzed By

T Jacek Dabkowski Sigillum PCCE - CaA

— Selected iterm
lzzued to {Jacek Dabkawski | &dvanced Details...
Email addresses jacek. dabkowski@pwpe. pl ]

reprezented within thiz
certificate LI

¥ lze thiz certificate as pour default signing certifizate

To review advanced details of wour signing configuration, Mare Signing Canfiguratior. ..
click here

T o receive encrypted mail from people outside of Motes, wou must have an Internet certificate that can be uzed
for encyption.

T o review vour Intermet enciyption certificate in the

I k E tion Certificate Configuration...
Droming directony, click here = (I RS e e |

k. | | Cancel |
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ificate Advanced Details B

Certificate information: select attribute to display details below

Attribute &

lssued to )

lgzued by CH=Sigillum PCCE - CA/AU=Sigillurn Polskie Centrum Certyfik acii Elektronicz)
D5 Fingerprint BadF D348 B4E3 4928 AC23 17B3 3994 7284

SHAT Fingerprint C312 E1ER 5064 4458 EA83 BDAS ES23 2DBD 26896 D287

SHAT Key |dentifier 0DCO B0AF BFFE OFDE BECD ABED B451 9362 BS1E BFES

Senial number 4307 EA18

CH= Jacek D gbkowski
0= PolzkaWybwamia Papierdw Wartodciowych 5.4
L= “Warszawa

~|
E
i o

Location Configuration for Signing Internet-style {

:gé?;'{;:rt]]mall Rl (7 Uil |iacek.dabkowski@pwpw.pl | Edit Other Locations. .. i

Your Internet certificate information

1 your default signing certificate is the certificate issued to

Jacek Dabkaowski ﬂ Certificate Details... |

.then for this location, use [ R

one of theze email addresses Pech S R LI
represented within this =l
certificate:

It iz allowed [although it is unuswal] for pour location Internet mail address to differ from pour email name az
lizted in the Domino directary.

That unusual configuration will work. successfully only i vou exclusively use Internet-style mail with people
outside of Mates [ie. you do NOT receive Intermet-style mail from other Mates users).

Intemet email name in

eyt alicelemy |acek.dabkawskiEpwpw. pl

Automated administrative tools may ovenarite pour current location so that it contains your email name from
the directory. “vou should prevent location updates if your [ntemet mail address differs from your directany
email name.

[ Prevent administrator updates ko Internst mail address [at this location).
| Ok | | Cancel |

Encryption Cettificate Configuration for Internet-style {S/MIME) Mail

Other Motes users wha zend pou Internet-style encrypted mail namally access your Internet encryption
certificate fram the Domino directory.

An Internet certificate haz been found for pou in the Domino directory. I

) = - E tion Certificate Details...
Thizs certificate can be used by others to send you encrypted mail. LR S i

our Internet email hame in the Dominag directory cormectly matches an email address in pour encryption
certificate.

Internet email name in | :
Darina directary jacek. dabkowskiEpwp. pl

Email addreszes
represented within
your encryption

cerlificate LI

jacek. dabkowskiEpewpe. pl ;I
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6. Funkcje podpisania wiadomosci pocztowej realizujemy poprzez wybranie menu ,Delivery
Options...” i ,Sign” w wysytanej wiadomosci pocztowe;j.

RIS

File Edit Yiew Creste Actions Text Help

JC B 35| vetautsansseit _~[10 -|B [ FrEEEiE=-StAABsDHYE |
| Address v”J(::Iv v@@Q:vl
‘welcome | (2 Jacek Dabkowski -

@ OE:EH-:I @E:endarquile “&

Jacek Dabkowski i
Ta: |i-dabkawski@echella.pl
@ 2006-07-04 11:34 Leae
bee:
I?IL Subject: [t23t
i | 0|
Body of message
lUnlagged ‘] [Signing MEssage... ‘] [ﬂ ‘] [Dﬂice ‘] [:l ‘]

w Startl J @ é J @ testitest: Lotus Doming ... | 1@' urtitled - Paint | | Edokumentyinstrukee. ., | New Memo - Lotus No... ::i, % 11:35
Delivery Options B

Elasicl Advanced |
Delivery
Ciptionz

Importance: Mormal [ Return receipt

Delivery repart; IOnIy on failure "I ™ Prevent copying
Delivery IN':'”"”E'I "I [T &uto spelicheck

priority:

Security Optiong hlood Stamp

v Sign INnrmaI "I
[~ Encrept

[T Save these security options as the default

Lotus Notes

| 0. |
Smartcard: PEI Token

19



7. Opcja dodatkowa: logowanie do klienta Lotus Notes za pomocg certyfikatu komercyjnego
Sigillum umieszczonego na karcie kryptograficzne;.

UWAGA: Bardzo wazne

Powyzsza operacja jest nieodwracalna z poziomu klienta Lotus Notes ! W celu przywrécenia
poprzednich ustawien, przed wykonaniem operacji konfiguracji logowania do klienta Lotus
Notes za pomocg certyfikatu komercyjnego Sigillum umieszczonego na karcie kryptograficzne;j,
nalezy wykonac kopie istniejgcego pliku ID uzytkownika !!! Przywrocenie poprzednich ustawien
polega na przywréceniu pliku ID z kopii sprzed wprowadzeniem zmian i wykasowaniu z karty
kryptograficznej pliku z ustawieniami Lotus Notes, za pomocg aplikacji ,Menadzer Cryptocard

Suite”.

Uruchomienie klienta Lotus Notes. Z menu ,Security” opcja ,User Security...”.

=181 x|

Dew 3

- le I

Close el
Save Ctrl+s

Sayve A5 hlew Yersion

Document Properties. .

Datshase >
Replication »
Mobile »

fftach,..
Iport..
Export...

Page Setup...
Print Preview, ..
Erink... Cr+P

Switch IDn..
Exlt Motes

=
=
i
Bl

Click here for ¥elcome Page options w

Calendar Contacts To Do List Personal Journal

®) (@) (&)

To et an itern to launch atthe same time Motes launches,
such as a database, executable file, or document, open your
bore Bookmarks folder, and then drag the itern into the
Startup folder.

This is the protected text area of the form.

[l

~][_=)[ofee 3

distart| | (3 &

J # Lotus Doming Server: te... | 14 untitled - Pairk

|[@) welcome - Lotus Notes TE 1221

W zaktadce ,Security Basic” nalezy odznaczy¢ opcje ,Login to Notes using your

system login”

User Security

€ [ Your ldentity

@ Identity of Others
& = What Others Do
&Z @ Notes Dala

3 Mail

(=  Security Basics

Name Jacek Dabkowskiftest

1D File C:AProgram Files\lotushnotestdatabuser.id

1D File encryption strength 128 Bits
1D File expiration date 2008-07-05

Change Password
LCompromized Pazsword...

I Don't let administrator set Doming webdnternet password to match Notes password

on't prompt for & passward from other Notes-based programs [reduces securiby]
i I,l)gin ta Mates using your operating system logire

To change your password, click here

1f you think someone knaws your Maotes password, click here

™ Logout [and lock Notes display)] if you haven't used Notes for

|15 3: minutes
[ ok ||

Canicel

20
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Zamknag¢ i ponownie uruchomié¢ klienta Lotus Notes. Wybra¢ menu ,File” ,Security” ,User
Security...”. W zaktadce “Your ldentity” “Your Smartcard” wybrac¢ “Enable Smartcard Login...".

User Security H B

&=  Securty Baszics i ; i
Ilze of a smartcard or cryptographic token with Motes adds pratection far wour Motes [D. A smartcard-enabled

€ [ Your Identity Mates |0 requires you ta provide pour smartcard at login time and when uzing Nates, When vou lagin, you would
enter your smartcard or creptograph n'z PIM rather than a Notes pazsword.
Your Mames
Your Certificates Enable Smartcard Logir... I l
[f wou are uzing a smartcard, then pou should carmy it with you, Your personal pogzession of the smartcard
,ﬂ Identity of Dthers decreases the possibility of mizsuse and theft for your Mates identity and the private information stored on the
amartcard.

& # what Others Do

-
%## [ Notesz Data

2 Mail Smartcard M anufacturer CryptoT ech
Smartcard Serial Number 04004452

LConfiguration Details. .. |

| (] 4 I | Cancel

Potwierdzenie utworzenia kopii pliku ID.

IBM Lotus Notes x|

P | WARNING: After your smarkcard is enabled, your ID file will always require the smarkcard For logging into Mokes,
x'_'/ Check with your adminiskrator bo ensure that there is a backup of wour ID File, Conkinue?

Cancel |

Lotus Motes

Faruzer  Jacek Dabkowskiftest

IBM Lotus Notes x|

1 Smartcard login requires setking preference 'Don't let administrator set your Domino web/Inkernet password to match
wvour Mokes password', Your preference setting has been changed.
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Lotus Motes

Enter FIM

| QK |
Smartcard: PKI Token

IBM Lotus Notes |

\lj) Smartcard login has been enabled!

IBM Lotus Motes =l

‘ou have the Single Logon service installed on this machine, though it is disabled. Single Logon service is not
\lj) supporked with smartcards and musk remain disabled. Smartcard users cannot login to Motes using the operating
sysbem login,

User Security HEB

&=  Securty Basics

CAER ey (ot Currently your Motes |0 requires a smartcard or cryptographic token to log in. If pou wish to reinstate use of a
Your Mames Notes login password, see your administrator.

Your Certificates
Your Smartcard . - .
our Jmaricag If you are using a smartcard, then vou should cary it with vou. vour personal possession of the smartcard

@ Identity of Dthers decreaszes the possibility of mizuze and theft for your Motes identity and the private information stored on the
smartcard.

¥8 = What Others Do

&Z [ Notes Data

& Mail Smartcard Manufacturer CryptoTech
Smartcard Serial Mumber 04004452

“four login label iz dizplayed when you login using your smartcard. This label iz intended to help pou identify
which smartcard is required for login. 'ou may supply any text which is meaningful to you,

Smartcard Login Label Qogowanie za pomoca karty kiyptograficzne] ‘/

| Configuration Details... |

[ ok | Cese |

IBM Lotus Notes x|

‘Your smartcard login label has been set to: Logowanie za pomocg karty krvptograficzne;

Po zamknieciu klienta Lotus Notes i ponownym otwarciu, mozna juz zalogowac¢ sie do klienta za
pomocg certyfikatu na karcie kryptograficznej.

Lotus Motes ¥

Enteryowr FIN [ XO00C00000000OCRA0N [ ook |

2 |
Smartcard ILngnwanie za pomocg karty kiyptograficznej j Cancel

At location Ifoice [Metwork] j
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